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Wireless M-Bus for Industrial Applications 

                    By P. M. Evjen 
 

 
Wireless M-Bus is a well-established standard for reading utility meters, such as 
electricity, gas, water and heat meters. The original standard was released in 2005 as 
EN 13757-4, using the license free band at 868 MHz. Later the standard has been 
extended with new frequency bands, notably 169 MHz, in the 2013 edition. The use of a 
VHF frequency for narrowband communication and up to 500 mW transmission power 
gave a significant increase in the communication range. Gas and water meters in 
particular could take advantage of the increased link budget, as they are often installed 
in hard to reach places. However, Wireless M-Bus is not limited to only metering 
applications. It is also an attractive solution for industrial wireless sensor networks.  
 
The main advantages of using Wireless M-Bus also in industrial sensor applications are: 
-a standardized framework for a complete communication stack 
-an optimized solution for battery operation 
-security in terms of privacy, integrity and authentication of data 
-a power efficient two-way communication protocol for sensor reading and control 
-availability of data readers and gateways 
 
Many types of sensors are already standardized in the M-Bus application protocol (EN13757-
3 and EN13757-7), such as temperature, humidity, gas, pressure, switches, A/D converters 
etc. Even sensors that are not standardized yet can be added as “manufacture specific” 
devices, still taking advantage of the rest of the protocol stack and security elements. 
Wireless M-Bus is well proven out in the field with tens of millions of devices using the 
standard. This means there are also off-the-shelf data readers and gateways used to collect 
sensor data, available in the market.  
 
Wireless M-Bus was developed as a European standard in the 868 MHz band, and later 169 
MHz was added. However, in the OMS specification (Open Metering System) which is a 
complete meter reading specification based on M-Bus, new frequency bands covering other 
geographical regions outside Europe are defined. For example, 433 MHz, which can be used 
as a license free band in many countries outside Europe such as Brazil, Australia and New 
Zealand. 865 MHz can be used in India, and a special sub-band at 868 MHz can be used in 
Russia.   
 
For long range application in Europe, the 169 MHz is a very interesting alternative for wireless 
sensor networks. It is combining high output power with excellent receiver sensitivity due to 
narrowband operation, providing a very good link budget. The selectivity of the radio (which 
can even be category 1 as defined in EN 300 220) is ideal for operation in harsh industrial 
environments with interference and electromagnetic noise. Category 1 is a classification for 
receivers, where the selectivity and blocking properties meet certain requirements. This is the 
ultimate solution for best performance in environments with radio interference, or where the 
radio link must be made as robust as possible. 
 
Radiocrafts offer solution on all these frequency bands; 169/433/865/868 MHz, meeting the 
local radio regulations in many countries even outside Europe. The basic module is the 
RC1180-MBUS3, which can act as a modem (UART interface) in the sensor, or as a receiver 
in the data reader or gateway, or even as a Repeater (single hop one-way repeater). The 
RC1701HP-MBUS4 is the ultra-narrowband solution at 169 MHz. For sensors or counters 
with pulse outputs, the RC1180-MPC1 or RC1701HP-MPC1 can directly interface the pulse 
signal, and be configured for scheduled transmissions of the counter index. 
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It is very easy starting to use Wireless M-Bus also in industrial applications, based on the 
existing radio modules. Basically, there is not much difference between a sensor and a utility 
meter. The only real difference is the type of data that is transmitted in the application layer. In 
the M-Bus application layer such data points are formatted using some descriptors called DIF 
and VIF (Data Information Field and Value Information Field). As an example, these 
descriptors may tell that the next 4 bytes are an 8 digits BCD coded value in litres. In the 
same way, a DIF/VIF can be used to describe any sensor data format. If a sensor is not 
already defined in the standard it is still possible to use a manufacturer specific descriptor.  
 
The security mechanisms, such as encryption can be used in the same way as for metering 
applications. The radio modules support encryption based on AES-128. 
 
And of course, the efficient coding of the link layer, the use of a repeater, and the low power 
features of the two-way protocol can be used also in industrial applications of the Wireless M-
Bus protocol. 
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1.0 First release 

  
Disclaimer 

Radiocrafts AS believes the information contained herein is correct and accurate at the time of this printing. However, 
Radiocrafts AS reserves the right to make changes to this product without notice. Radiocrafts AS does not assume 
any responsibility for the use of the described product; neither does it convey any license under its patent rights, or 
the rights of others. The latest updates are available at the Radiocrafts website or by contacting Radiocrafts directly. 
 
As far as possible, major changes of product specifications and functionality, will be stated in product specific Errata 
Notes published at the Radiocrafts website. Customers are encouraged to check regularly for the most recent 
updates on products and support tools. 

 
Trademarks 

RC232™ is a trademark of Radiocrafts AS. The RC232™ Embedded RF Protocol is used in a range of products from 
Radiocrafts. The protocol handles host communication, data buffering, error check, addressing and broadcasting. It 
supports point-to-point, point-to-multipoint and peer-to-peer network topologies. 
 
ZigBee® is a registered trademark of the ZigBee Alliance 
 
All other trademarks, registered trademarks and product names are the sole property of their respective owners. 

 
Life Support Policy 
This Radiocrafts product is not designed for use in life support appliances, devices, or other systems where 
malfunction can reasonably be expected to result in significant personal injury to the user, or as a critical component 
in any life support device or system whose failure to perform can be reasonably expected to cause the failure of the 
life support device or system, or to affect its safety or effectiveness. Radiocrafts AS customers using or selling these 
products for use in such applications do so at their own risk and agree to fully indemnify Radiocrafts AS for any 
damages resulting from any improper use or sale. 
 

© 2017, Radiocrafts AS. All rights reserved. 
 
 
Contact Information 
Web site: www.radiocrafts.com 
Email: radiocrafts@radiocrafts.com 
 
Address: 
Radiocrafts AS 
Sandakerveien 64 
NO-0484 OSLO 
NORWAY 
 
Tel: +47 4000 5195 
Fax: +47 22 71 29 15 
E-mail: sales@radiocrafts.com 
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